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Introduction

As society advances into the digital age, the balance between
technological progress and constitutional protections becomes
increasingly delicate. This intersection between artificial intelligence (AI)
and the First Amendment presents new challenges to the rights of
individuals. For example, the ability Al has to connect authors back to
speech that is intended to be anonymous poses significant risks to First

Juris Doctor Candidate, Oklahoma City University School of Law, May 2023.

I would like to thank my family and friends for their unwavering support throughout this
journey—especially my parents, Rachel and Casey Hurt, who have always pushed me to
be the best version of myself; my sisters Nataly and Abby Hurt, who never stop cheering
me on; and my friend Hannah Reynolds, whose constant encouragement has meant so
much. [ am also grateful to my mentors for their guidance and to Professor Marc Blitz for
his thoughtful supervision during the writing and research of this Note. Finally, I extend
my deepest thanks to the members of the Oklahoma City University Law Review for their
hard work on this piece. I am especially grateful to our Editor in Chief and my dear friend,
Caroline Rowland, for her tireless dedication to this publication.

319



320 Oklahoma City University Law Review [Vol. 49

Amendment protections. This Note explores the constitutional
implications of the government’s use of Al to identify speakers of
anonymous speech and argues that such practices infringe upon the First
Amendment.

The purpose of this Note is to address when the government’s use of
Al to unmask anonymous speakers online constitutes a violation of the
First Amendment. This Note will first outline the background of Al
explain Al’s use of forensic linguistics to identify authorship, and survey
relevant First Amendment law. Next, this Note will establish that when the
government uses Al to identify anonymous authors, it is an unlawful
compelled disclosure under the First Amendment. Finally, this Note will
briefly discuss counteractions individuals can take to conceal authorship.

I. Background

It has long been established by the United States Supreme Court that
the First Amendment protects speakers from government-forced
identification in connection with free speech.! This fundamental protection
shields citizens from governmental intrusions, allowing them to speak
without fear of censorship while preserving personal expression. The right
to anonymous speech sits at the core of what this nation was built on:
promoting individuality, free thought, and the right to speak out against
the government when it fails to serve its citizens.” The First Amendment
has continued to protect speech as society moves into the digital age.’ Even
with modern technology changing how speech occurs, the Supreme Court
has upheld the right to speak anonymously, expanding that right to include
online expression.*

The United States now faces its fourth industrial revolution, and the
long-protected right to anonymity is under a new kind of threat. In an age
dominated by AI and extensive online activity,” First Amendment
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protections are at a crossroads.® As technology that once appeared only in
science fiction movies becomes an integral part of daily life, we find
ourselves sharing more personal information online than ever before.”
Society has entered the age of YouTube bloggers and TikTok influencers
receiving as much notoriety and fame as movie stars.®

The impact of these technological advances on the legal community is
substantial. Courts have acknowledged that “[t]he rapid growth of Internet
communication and Internet commerce has raised novel and complex legal
issues and has challenged existing legal doctrine in many areas.”” This
ongoing transformation highlights a critical area of concern: the right to
anonymity online. X’s (formerly known as Twitter) recent policy update
illustrates this concern clearly.'® Accounts on this platform that are run by
anonymous users have attracted millions of followers.!! In March of 2024,
“X updated its privacy policy to ban people [who] expose[] the identity
of ...anonymous user[s]” on its platform.”” X’s commitment to
continuing this tradition of anonymity is clear, but the question remains—
will courts follow X’s lead and defend the right to anonymous speech as
technology advances?

With increased interaction through the internet comes an increase in
governmental access to our personal information."”” This is amplified by
advancements in technology’s ability to sift through digital information at
unprecedented speeds. As the courts confront the challenges posed by this
new era in society, a central question appears: How will the technological
advances of this new age, specifically the growing use of Al, affect the
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rights Americans have enjoyed since the ratification of the Bill of Rights
to anonymous speech?

A. The Emergence of Al

Al is the use of computer systems to replicate human intelligence
processes.'* Al systems are built to mirror human-like thinking, enable
them to learn from data, tackle complex problems, and make decisions
without human input.!® In recent years the usage of Al has skyrocketed.'®
Various industries have started incorporating Al into their businesses,
leading to improvements in efficiency and increased profits.!” However,
the increased use of Al has also created fear and misinformation regarding
its capabilities and functions. To comprehend the implications of Al in the
realm of the First Amendment, it is essential to gain an understanding of
Al and how it operates.

This Note examines a specific type of Al known as a large language
model (LLM). LLMs are systems designed to process vast amounts of data
quickly, analyzing it to generate responses tailored to user inquiries.'® One
of the most popular examples of an LLM is ChatGPT, a system created by
OpenAl"® ChatGPT leverages publicly available data to answer complex
questions posed by its users.”® Despite its advanced capabilities, ChatGPT,
like a human, is not infallible and can produce inaccurate information.'
The adoption of ChatGPT and similar Al technology has surged across
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various sectors, including the legal industry.”? Major legal research
platforms, such as LexisNexis and Westlaw, have integrated Al tools
capable of drafting legal memoranda, summarizing cases, and drafting
briefs to enhance their services.”> However, the sophistication of these
tools also raises significant concerns about potential misuse. As Al
technology progresses, the possibility for the government to train an LLM
on an author’s past writings and use this data to uncover the identity of an
author behind anonymous publications arises.

Recent research conducted by the Illinois Institute of Technology
analyzed the accuracy of LLMs in attributing text back to the correct
author.® The researchers concluded that LLMs are proficient in first
identifying authors and second explaining the features of the authors’
writing that resulted in the identification.> These features included the
authors’ tone, word choice, punctuation use, and common typing
mistakes.”® ChatGPT 4, which was the newest model at the time, showed
80% accuracy for selecting the correct author of a blog post out of ten
candidates and closer to 90% for selecting the correct email author.”’

When the number of potential authors increased from ten to twenty,
the accuracy of ChatGPT 4 in identifying the correct author decreased with
around 60% accuracy for blog posts and 80% accuracy for emails.?®
ChatGPT 4 was nearly twice as accurate as the previous model of
ChatGPT in identifying authors, which shows the rapid increase in the
accuracy of this technology.”’ In their conclusions, the authors of the
above study stated that “[t]he findings underscore the potential of LLMs
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to revolutionize authorship analysis, offering robust solutions for digital
forensics, cybersecurity, and combating misinformation.”*® With these
findings in mind, if the government uses an LLM to identify the authors
of an anonymous post, there is a strong likelihood that this identification
would be accurate. While the research above showed that accuracy
decreases with the number of authors, this technology is still emerging and
will only become more accurate over time.

AT has taken the world and legal community by storm. People use Al
to ask for help with tasks, to photoshop images, and to incorporate
automatic operations into their businesses.’! ChatGPT, an extremely
popular Al software system, was the “fastest-growing consumer
application in history” in January of 2023, having reached over a million
monthly users two months after launching.** With the integration of this
technology into mainstream usage, it is essential that the courts establish
clear laws to protect individuals from their potential misuse.

B. Linguistic Fingerprints

In the process of identifying anonymous authors, understanding
linguistics is essential. Linguistics is defined as the study of language.”
Experts can use linguistics to identify patterns in the way we as a society
communicate, and these patterns can create what is called a linguistic
fingerprint.* Just as someone’s dialect could allow others to discern where
they are from, written communication can often reveal more about
ourselves than one might think.>* In the field of forensic science, which is
the use of scientific methods in criminal investigations, linguists have been
used to help solve crimes.*® A notable example of this is the Unabomber
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case.’” From 1978 to 1995, Ted Kaczynski killed three people using
various self-made explosive devices.*® Investigators were stumped as they
looked into who was responsible for these bombings.*® In 1995, Kaczynski
offered to stop these bombings if his manifesto was published in a
newspaper, and the Washington Post agreed to publish it.* The FBI used
this 35,000-word essay to find Kaczynski.*' Forensic linguistic experts
noticed that the Unabomber had a unique writing style, using the spelling
of words that a Chicago newspaper used in the 1940s, terms typically used
by middle-aged individuals, and words more commonly associated with
people from the north.** This publication also led Kaczynski’s brother to
approach the FBI, reporting that he believed some phrases the Unabomber
used were similar to those used by his brother, uitimately leading to the
end of this reign of terror.*’ Given the wide use forensic linguistics have
and the success of decade-old programs in identifying authorship, further
advancement in this technology by the government is not only evident but
presents a vast number of potential problems.

C. History and Legal Framework: The Right to Anonymous Speech

Individuals choose to engage anonymously online for various reasons.
Anonymous speech has been defined, and will be defined in this Note, as
a publication in which the author wishes to conceal their identity.** People
may choose to publish anonymously to protect themselves from social or
professional repercussions, to speak out against influential individuals, to
prevent being silenced for their thoughts, or to protect their family
members from backlash for their opinions.*> While the right to anonymity
is not explicitly stated in the First Amendment, its recognition dates back
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to the founding of the United States.*® After the United States’
emancipation from Great Britain, the Nation’s founders worked diligently
to create a governing framework “of the people, by the people, for the
people.”” In support of the ratification of the Constitution, the Founders
authored anonymous papers under the pseudonym Publius.”® This early
use of anonymity demonstrates the importance of the right to anonymity
in the history and traditions of our nation.

When the government seeks to compel the identity of an anonymous
speaker, courts apply exacting scrutiny.*’ The application of exacting
scrutiny varies; the U.S. Supreme Court has used it to mean strict scrutiny,
intermediate scrutiny, or something in between the two.” Generally, the
Court has held that exacting scrutiny requires “a substantial relation
between the disclosure requirement and a sufficiently important
governmental interest.””! Unlike strict scrutiny, which requires that the
government use the least restrictive means to achieve its objective,
exacting scrutiny allows for flexibility—upholding the disclosure
requirement as long as the government’s means are substantially related
to the stated interest.”> However, even under exacting scrutiny, the
government’s interest must still be narrowly tailored to avoid
unnecessarily burdening speech.’”” In the context of anonymous speech,
this often involves balancing the need for transparency and accountability
with the need to avoid unduly chilling free speech.’*

One of the Supreme Court’s key cases addressing anonymous speech
is Mclntyre v. Ohio Elections Commission.”> In Mclntyre, an individual
was passing out leaflets regarding a school tax.’® Because the author’s
name was not listed on the leaflets, which were categorized as campaign

46. Chesa Boudin, Note, Publius and the Petition: Doe v. Reed and the History of
Anonymous Speech, 120 YALEL.J. 2140, 2153 (2011).
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material, the leaflets violated Ohio state law.”” The petitioner challenged
the fine they were issued for violating this law.’® The Court applied
exacting scrutiny, requiring the government to show the restriction—
having the author’s name on campaign material—was “narrowly tailored
to serve an overriding state interest” and did not burden speech more than
necessary.”” The Court found that the government’s interest in
transparency did not outweigh the author’s right to remain anonymous.®
The majority opinion, authored by Justice Stevens, stated: “Anonymity is
a shield from the tyranny of the majority. It thus exemplifies the purpose
behind the Bill of Rights, and of the First Amendment in particular: to
protect unpopular individuals from retaliation—and their ideas from
suppression—at the hand of an intolerant society.”®

The ruling in McIntyre reinforced the principle that anonymous speech
is a fundamental aspect of the First Amendment, allowing individuals to
express dissenting views without fear of retaliation. As the digital age
changed the way people express dissenting views, the Supreme Court
extended the ruling of McIntyre in Reno v. ACLU to apply to “the special
attributes of Internet communication.”®? In Reno, the Court evaluated the
Communications Decency Act, which sought to regulate “offensive” and
“indecent” online content by prohibiting its transmission to minors.** The
Communications Decency Act required individuals to identify themselves
when accessing certain material online in order to verify the individual’s
age.®* Appellees challenged the Communications Decency Act for
violation of the First Amendment right to anonymity.%® The Court ruled
that the law was too vague and that requiring adults to disclose their
identities in connection with protected sexual speech would have a chilling
effect.®® The Court found this blanket requirement too burdensome to
withstand First Amendment protections, even in the age of online

57. Id at 338.

58. Id at 340.
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60. Id at 348-49.
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communication.’” This holding reaffirmed that the right to anonymity
extends to online speech and communication %

The Second Circuit has concluded that monitoring sex offenders
online does not constitute a compelling government interest sufficient to
justify government-compelled disclosure under the First Amendment.*’ In
Cornelio v. Connecticut, the court examined whether a state’s law
requiring sex offenders to notify the Department of Emergency Services
and Public Protection when they created a new email account was
unconstitutional because it burdened their First Amendment right to
anonymous speech.”® The court found this disclosure requirement violated
the First Amendment—specifically, the right to anonymous speech.”’ In
this case, the court applied intermediate scrutiny rather than exacting
scrutiny, but it did not explain why; instead it: “[a]ssum[ed] that
intermediate scrutiny [was] the appropriate standard.””> Under
intermediate scrutiny, the government had to show that the regulation was
substantially related to an important government interest and not overly
broad in relation to the interest it sought to protect.”” The court found that
because the law forced sex offenders to disclose which email accounts
were theirs, it prevented them from exercising their right to anonymous
speech without a government-imposed identifier requirement, which the
court deemed a violation of the First Amendment.”*

While cases like Cornelio highlight the limitations of governmental
authority over online speech, there remains a persistent tension in the
digital age regarding government attempts to compel the identification of
anonymous speakers, a practice known as unmasking. Unmasking occurs
when the government seeks to obtain the identity of an anonymous
speaker.”® This governmental attempt to expose the speaker’s identity may
occur through subpoenas,’ disclosure requirements,”’ or investigative

67. Id

68. Id at 885.

69. Cornelio v. Connecticut, 32 F.4th 160, 169 (2d Cir. 2022).
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71. Id at170.
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tools.” The Supreme Court has long upheld the principle that anonymous
speech is protected under the First Amendment, recognizing its
constitutional importance in fostering free discourse and protecting
individuals from government retaliation.” In the digital age, unmasking
remains at issue, as courts weigh the government’s interests against the
potential chilling effects on free speech. Ongoing concern about
unmasking highlights the need for courts to balance governmental
interests against the chilling effects that identifying an author could have
on free expression. As digital communication keeps evolving, courts are
left to figure out whether the government’s actions go too far in limiting
free speech or if it is putting people at risk of retaliation.

II. Government Use of AI: Compelled Identification or Investigative
Tools?

Under current Supreme Court precedent, as outlined in the historical
analysis above, American citizens have the right under the First
Amendment to be free from government-compelled identification in
connection with protected speech.®’® This protection extends to the
government’s use of advanced technology in violation of the First
Amendment. Advanced technology—while not necessarily illegal to use
on its own—can lead to unconstitutionally compelled identification under
the First Amendment. This is a result of the Supreme Court’s precedent
determining that if technology is not readily accessible to the general
public—and the government uses it to conduct investigations that obtain
protected information—the use of that technology constitutes a
constitutional violation.®'

Current legal precedents emphasize that when the government forces
individuals to reveal their identity in connection with protected speech,
such action must meet the demanding standard of exacting scrutiny.®? This
means that the government must demonstrate a substantial relationship
between the disclosure requirement and a sufficiently important

78. Steven Overly, The Government Really Is Spying On You — And It's Legal,
POLITICO (Feb. 28, 2024, 5:00 AM EST), https://www.politico.com/news/
magazine/2024/02/28/government-buying-your-data-00143742.

79. Mclntyre v. Ohio Elections Comm’n, 514 U.S. 334, 348-49 (1995).
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82. Ams. for Prosperity Found. v. Bonta, 594 U.S. 595, 596 (2021).
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governmental interest. Federal courts have recognized that the right to
speak anonymously online limits the government’s ability to compel the
disclosure of metadata to identify users.®

Metadata is the information that accompanies digital
communications.®® It can include things such as timestamps of when the
messages were sent, details about who sent and received the information,
and the location of the data, but it does not include the content of the
message. Metadata can be used to uncover the identity of confidential
sources used by journalists, often without the source’s knowledge.* This
is typically done by investigators requesting records containing metadata
from internet service providers, the companies that handle online
communications.’” However, these sites generally do not want to share this
information without a warrant authorizing law enforcement to access such
metadata.®

In this context, the courts have developed a detailed system to assess
whether there is a genuine need to uncover the identity of an anonymous
speaker.?” Compelled disclosure by the government, whether directly or
through purchasing data, impacts the individual’s right to remain
anonymous in connection with protected speech online. It becomes
significantly different if the government itself conducts the identification,
as opposed to purchasing the information. This is because both involve the
government using technology to uncover protected information. Under
this analysis, the government must establish that it has a legitimate and
compelling interest that is substantially related to the information it seeks,
and that other means of obtaining the information are either insufficient or
more intrusive than necessary to further the asserted governmental
interest.

83. Id at597.

84. Am. C.L. Union v. Clapper, 785 F.3d 787, 802-03 (2d Cir. 2015).
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with Federal Legislation, 75 GEO. WASH. J.L. FED. COMMC'NS. 371, 374 (2023).

87. Theodoric Meyer, No Warrant, No Problem: How the Government Can Get Your
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While the government is not directly compelling a company to provide
information in the case of LLMs, it is still engaging in conduct that results
in the forced disclosure of an individual’s identity. By using advanced Al
tools—many of which the general public may not even know exist—the
government is achieving what would otherwise require a subpoena or
court order. The result of this is the chilling of speech. The First
Amendment’s protections of anonymity focus on the impact of regulations
or government actions—whether it deters individuals from engaging in
protected speech. Here, the use of Al to unmask anonymous speakers
online has the same effect as any other compelled disclosure: It forces
disclosure in a way that chills free speech. Speech online is entitled to the
same constitutional protection as speech in other forums, and while certain
categories of speech may be unprotected, mere anonymity is not one.”
The government’s use of Al to unmask speakers is not only an
overreach—it is an unconstitutional investigative technique that erodes the
right to anonymous speech.

Surveillance of individuals quashes free speech. This is the exact
reason why the government’s surveillance of anonymous speakers’ posts
online, with the aim of later identifying them, is impermissible under the
current landscape of the First Amendment.”’ While the authors of these
anonymous posts may not be aware that they are being surveilled, the
violation lies not in lack of notice about the surveillance but in the
unmasking of the speaker. The purpose of the right to anonymity online is
to allow for the free flow of speech. Permitting the government to use tools
that are complex and not readily available to the public would have a
chilling impact on speech, which I will address in more detail later.

The rise of sophisticated surveillance technologies, including Al,
exacerbates concerns about government overreach and the chilling effect
this has on speech. Surveillance tools capable of analyzing online activity
and attributing speech to individuals can deter people from expressing
dissenting or controversial views. The potential for misuse of these tools
by the government requires an examination of their constitutional
implications.

90. Renov. Am. C.L. Union, 521 U.S. 844, 870 (1997).

91. Presbyterian Church v. United States, 752 F. Supp. 1505, 1516 (D. Ariz. 1990)
(“The government is constitutionally precluded from unbridled and inappropriate covert
activity which has as its purpose or objective the abridgment of the first amendment
freedoms of those involved.™).
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Public attitudes and policy debates surrounding the use of Al for
surveillance and identification of anonymous speech reflect growing
concerns over privacy, civil liberties, and government transparency.
Advocacy groups, academia, and technology experts have been actively
shaping policy discussions to ensure that technological advancements do
not undermine fundamental rights.’? Efforts to establish guidelines and
regulations that safeguard both security imperatives and constitutional
protections are ongoing, reflecting a complex interplay between
technological innovation and legal frameworks.

In Doe v. Reed, the Supreme Court acknowledged the potential
chilling effect of public disclosure of petition signatories, emphasizing the
need to protect anonymous speech to ensure vibrant public discourse.”
This case highlights the delicate balance between transparency and
privacy, a balance that is further complicated by the capabilities of AL.**

What remains insufficiently addressed is the issue of the government
purchasing this information from private entities. Courts have long
emphasized the role of neutral and detached magistrates in determining
whether a search warrant is justified, ensuring that invasions of privacy
are evaluated within constitutional bounds.”®> However, the decision to
permit or regulate such government practices is not solely within the
judiciary’s discretion. While courts interpret and apply First Amendment
constraints, there is space for democratic decision-making within those
constitutional limits. The appropriate balance must be struck through
established legal and policy channels rather than through the government’s
unilateral use of investigative tools.

The First Amendment anonymity case law suggests that matching the
speech patterns of an unknown speaker with those of a known speaker to
identify someone should be subject to the same standard of scrutiny as
traditional methods of forced identification.”® The Court in McIntyre held
that “an author’s decision to remain anonymous, like other decisions
concerning omissions or additions to the content of a publication, is an

92. Erin Simpson & Adam Conner, How to Regulate Tech: A Technology Policy
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aspect of the freedom of speech protected by the First Amendment.”’

Such laws have been criticized for imposing undue burdens on speakers,
potentially chilling free expression.

The Court has not clearly established when, if ever, the government’s
use of advanced technology to identify individuals should be viewed as an
investigative tool or as unconstitutionally-compelled disclosure. Legal
scholars view the government’s use of technology to enhance its ability to
identify individuals as compelled disclosure due to the power, authority,
and benefits the government holds over its citizens.”® However, before
proceeding with this assumption, this Note will briefly discuss the
discourse surrounding this issue.

In Doe v. Ashcroft, the court held that, as applied in this case, the FBI
was not authorized to compel the identification of communications related
to terrorism investigations, but clarified that such action could be
permissible under the First Amendment under a different set of facts.’® The
FBI utilized internet service providers to identify the communications and
their senders.'® Plaintiffs brought suit, claiming that this violated their
First Amendment right to anonymity.'”" The court in Doe found that
although the government had a compelling interest in identifying possible
threats to national security, the method used in this case went too far in
violating the right to anonymity.'®* Requiring third parties to disclose
information intended to be anonymous violated the First Amendment
because the government was using advanced technology that could chill
free speech by revealing communications.!®

In Doe v. Harris'® and Washington Post v. McManus,'® the courts
held that allowing the government to collect and monitor freely available
data could still violate the First Amendment by compelling
identification.'” In both cases, state laws attempted to establish systems
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that would require individuals in certain groups—sex offenders or those
purchasing political advertisements—to disclose their online identifiers or
email addresses to the government.'%” The courts in both cases found these
requirements too burdensome.'® The government in both cases argued
that the disclosure requirements would not chill speech since the speech
would still be anonymous.'® However, the courts found that government
surveillance and the potential for disclosure created a chilling effect on
speech that was too significant to be justified under a blanket
requirement.’’” It did not matter that the information the government
sought to require was publicly accessible; the government’s involvement
would chill speech, thus violating the First Amendment.'!

Other federal courts have found this principle extends to governmental
requests for internet service provider records, which would provide the
government with enough information to obtain the identity of users on
those networks.!"? The court in Doe v. 2TheMart.com Inc. stated:

The free exchange of ideas on the Internet is driven in
large part by the ability of Internet users to communicate
-anonymously. If Internet users could be stripped of that
anonymity by a civil subpoena enforced under the liberal
rules of civil discovery, this would have a significant
chilling effect on Internet communications and thus on
basic First Amendment rights.'"

Under this approach, if the government identifies the author of
anonymous speech, that alone constitutes compelled identification, and the
tools used to identify the author are irrelevant. However, the identification
of an author can be done legally if there is a sufficiently important
government interest that satisfies exacting scrutiny.'"* Courts in applying
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exacting scrutiny must strike a balance between guaranteeing the utmost
protection of speech and the government’s ability to identify anonymous
speakers for a legitimate purpose.

With the standard of exacting scrutiny in mind, legal scholars have
found that online monitoring—which is not itself illegal—is too
burdensome under the First Amendment to be a lawful restriction on
speech.'’® Blanket disclosure requirements are too onerous under the First
Amendment and are viewed as governmental unmasking.''® In these
situations, the courts look at the result and impact of the governmental
action, not the tools used to attribute the text to the anonymous speaker.'"’
The government’s use of tools and technology—such as internet protocol
(IP) address tracking systems—to identify anonymous authors online
should be viewed as unconstitutional unmasking.

Ben Sperry, a Senior Scholar at the International Center for Law &
Economics, has discussed this issue by comparing the government’s
collection of IP addresses to the forceful removal of a face mask in
public.’® In this example, Sperry paints two pictures for us: one of an
individual against whom the government committed a tort by removing a
covering from their face in public—violating the First Amendment by
unmasking them—and another where individuals who have not divulged
their identities online, unknowingly click links that give the government
information regarding their identity.!'”” With this information, the
government can compare these emails to multiple websites and could
potentially connect an account to a user’s real identity. While Sperry does
not directly address the current law surrounding this issue—most likely
because it has not been clearly established by the Supreme Court—his
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research raises an important question: “Should the government be able to
unmask the anonymous individual?”'?

While Al systems developed by the government show promise in
enhancing national security by unmasking malicious actors online, their
application raises concerns about privacy and the chilling effect it may
have on speech.'?! To fall under constitutional protection, the government
must be the one compelling the author to identify themselves in connection
with their protected speech.'?? This is to prevent the chilling of free speech
by ensuring that individuals are not silenced by fear of government
backlash for their actions.'? This mindset is rooted in the treatment of
early American colonies that spoke out against the king before the
Revolutionary War.'** Speaking out against our government is one of the
pillars on which our nation was built, so essential that it is explicitly listed
in the Declaration of Independence.'?® Requiring users on social media
platforms to verify their identity with a valid state ID, however, does not
violate the First Amendment because this is not the government directly
chilling speech, but rather a private platform exercising its discretion in
managing its services.

In 2007, in response to 9/11, the Office of the Director of National
Intelligence established the Intelligence Advanced Research Project
Activity (IARPA).!*® This organization researches what it refers to as
“high-risk/high-payoff” issues in the intelligence community."”’ The
purpose of this organization is to address various issues of national
security, prevent future attacks, and allow the intelligence community to
better understand the issues they are facing.'?® In 2022, IARPA launched
a program called the Human Interpretable Attribution of Text Using
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Underlying Structure (HIATUS).'?® The purpose of this program was to
“develop . . . human-useable systems for attributing authorship and
protecting author privacy.”’*® The dual aim of this program was to help
identify authors of malicious information online for counterintelligence
purposes, as well as to protect authors who, if identified, could be placed
in danger."!

HIATUS works by studying linguistic features to attribute who
potential authors could be.'®? This program is in a forty-five-month
research phase, with different researchers selected to build the
programs.'** While this means these programs may not be used by the
government currently, their existence is evidence of the intention for the
government to use Al to identify anonymous speakers. These programs
present great benefits for our country’s national security efforts; however,
the legality of this program under the First Amendment raises an important
question that must be answered. The ability to unmask terrorists who are
pushing materials out on the web or holding meetings online is an interest
the government has long held."** Extremists use social media sites to post
videos of themselves committing acts of violence; it is obvious why the
government would want to use this technology to identify threats to our
nation’s security and to stop them.

Further analysis of recent lower court decisions and scholarly
commentary reveals a growing consensus on the need to protect
anonymous speech in the digital age. Legal scholars—such as Erwin
Chemerinsky and Geoffrey R. Stone—have argued that technological
advancements should not erode constitutional protections.'** Their works
emphasize that robust legal safeguards are essential to prevent government
overreach and ensure that the principles of free speech and anonymity
endure in the face of emerging technologies.'*
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The government’s use of Al could involve the implementation of tech-
savvy investigative techniques or the impermissible use of technology to
unmask constitutionally protected speech. Until the Supreme Court rules
on this issue, it is reasonable—based on precedent in other cases involving
the government’s use of advanced technology—to assume this is a
constitutional violation."*’ In Kyllo v. United States, the Court ruled that
“obtaining by sense-enhancing technology any information regarding the
interior of the home that could not otherwise have been obtained without
physical ‘intrusion into a constitutionally protected area’ constitutes a
search—at least where . . . the technology in question is not in general
public use.”"*®

Furthermore, Justice Sotomayor concurring in United States v. Jones
stated that technology used to identify people could be a basis for First
Amendment claims, but the Court in that case did not further explore when
use of such technology could result in First Amendment violations.'**
Given this context—even in the absence of a specific Supreme Court
ruling—it is likely that the Court would find the use of Al to identify online
authorship to be an impermissible unmasking under the First
Amendment.'*° Because the use of Al to identify authors involves the use
of technology that is not in general public use, it raises significant First
Amendment concerns, as it could lead to the unwarranted identification of
anonymous speakers and discourage free expression, particularly if
employed by the government or private parties without proper safeguards
or oversight."*! Moreover-—even if such technology were widely used—it
could still have a chilling effect on speech.'*? : '

The distinction between general public use and government use of
such technology warrants careful consideration. This issue requires further
analysis that falls outside the scope of this Note, but it is important to
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acknowledge that the increasing public use of technologies like Al to
identify authors can present unique challenges.

One possible distinction is whether the government can use this
technology in a way that causes greater harm to anonymity compared to
its general public use. For example, government access to such data might
be more invasive or applied in a broader context, creating a deeper
intrusion into free speech rights. Additionally, the criminal penalties that
the government can impose on individuals might necessitate different
rules regarding the use of such technologies to ensure that individuals’
rights are not unduly violated. Marc Blitz, James Grimsley, Stephen E.
Henderson, and Joseph Thai have addressed this issue briefly.!** They note
the fact that many people believe even when something is in the public
domain, there are “different expectations” regarding the behavior of the
police compared to that of private actors.'** Even if people accept private
companies or individuals tracking their behavior without their consent,
they may be less accepting of law enforcement using the same methods.'*’
This concern, however, has not always convinced courts.'*® For instance,
the Supreme Court has permitted law enforcement to engage in
activities—such as trespassing on private property—that private
individuals commonly carry out without violating the Fourth
Amendment.'”” When applied to Al technology, this legal framework
suggests that as private actors increasingly use Al tools to track or analyze
individuals’ data, it may become harder to argue that law enforcement
should face stricter limitations when using similar Al technologies.

Ultimately, the burden of proof would likely rest on those seeking to
restrict the government’s use of Al, but such restrictions might not be
justified under current Fourth Amendment standards, which focus on
establishing a baseline of individual rights without imposing additional
constraints based on the actor’s identity.'*® This Fourth Amendment
standard, however, may extend to the First Amendment if the use of Al to
unmask anonymous authors becomes widely available to the public. Still,
in the specific context of using Al to identify anonymous speakers—
particularly through forensic linguistics—the government’s actions would
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likely violate First Amendment protections aimed at preserving free
speech.

II1. Counteractions

To protect their identity, authors could use Al as a countermeasure,
leveraging technology to maintain anonymity against potential threats.
There is a great potential for Al to hide the writing style of an author by
masking key linguistic features.

Students at Drexel University’s Privacy, Security, and Automation
Lab have started a project called “Anonymouth” to help combat this
issue.'*® This program combines two frameworks: one that detects unique
features of the author’s writing and another that suggests changes to
stylistic characteristics to make the writing harder to identify."”® This
program had limited success but shows the potential for this technology to
be leveraged by citizens to protect themselves from unwanted and
unlawful government disclosures.'®' Additionally, while disclosure by
private citizens may not be unlawful, it may be unwanted. These measures
could prevent other citizens, who do not need to go through a warrant
approval process, from using the aforementioned authorship identification
programs to identify the author of the anonymous post in question.

Judicial oversight is paramount to ensuring that the government’s use
of Al for surveillance and identification respects constitutional rights. The
principles established in Katz v. United States and Kyllo v. United States
emphasize the need for judicial scrutiny in matters of privacy and
government intrusion.'> Extending these principles to the context of Al
and anonymous speech underscores the importance of neutral and
detached magistrates in safeguarding First Amendment protections.

In cases where the government seeks to use Al to identify anonymous
speakers, it must demonstrate an interest that is substantial and related to
the disclosure to pass exacting scrutiny. This judicial oversight ensures
that any infringement on anonymity is justified and limited, preserving the
fundamental freedoms enshrined in the Constitution.
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Conclusion

As Al capabilities continue to evolve, courts will face questions about
how traditional First Amendment protections apply to new technological
contexts. The right to speak anonymously must be preserved regardless of
how the digital landscape changes. When the government employs Al to
identify anonymous speakers through linguistic analysis, it engages in
compelled disclosure that triggers First Amendment protections. Such
identification, even when achieved through technological means rather
than a direct demand, produces the same chilling effect on speech that
traditional compelled disclosure would. The government's use of advanced
Al tools to unmask speakers circumvents established constitutional
protections and accomplishes through technology what would otherwise
require judicial oversight.

In an era where technological capabilities continue to advance,
protecting anonymous speech is not merely about preserving a
constitutional right. It is about maintaining the ability to engage in
democratic discourse. The principles that guided our founding fathers in
their anonymous support for constitutional ratification remain just as
relevant today. The First Amendment's protection of anonymous speech
must endure. It must adapt to new technologies while preserving its
essential purpose, to ensure that citizens can speak freely without fear of
government repercussion or censorship.






